Japanese follows English.
In the event of any discrepancy, the Japanese version shall prevail. The English version is
provided for reference only and is a machine translation.

Notification on the protection of personal information of users of websites, applications, etc.

1. Introduction

”

Novartis (hereinafter referred to as “Novartis ” and”“ our company ”) collects and handles personal
information (information that can directly or indirectly identify a specific individual, alone or in combination
with other information available to our company) of people who use the website (including this website), mobile
pages, applications, and other services managed by Novartis (hereinafter referred to as “Services ”) (hereinafter

referred to as“ Users ” and “You ”).

Novartis takes the protection of personal information and privacy very important. As a personal information handling
business operator, we will handle personal information ethically in compliance with the Act on the Protection of Personal
Information (Act No. 57 dated May 30, 2003) and related guidelines (hereinafter referred to as "Laws and Regulations").

Japan has been recognized as “a country providing adequate protection of personal data by the European Commission.

The personal information handling business operator is as follows:
Name: Novartis Pharma K.K.
Address: Toranomon Hills Mori Tower, 1-chome 23-1 Toranomon, Minato-ku, Tokyo 105-6333, Japan

Representative: John Paul Pullicino, President and Representative Director

This notice explains what happens to the personal information collected and processed by the Service. In addition to this
notification, some services may separately notify you of the details of handling of personal information specific to their

service. Both notifications are important, so please check them.

This notification and the service specific notification may be changed or updated from time to time in accordance with
laws and regulations, etc. Please check them occasionally. If you have any questions about the handling of personal

information or this notification, please contact us using the method described in Contact Us in 6 below.

Please note that, in addition to or instead of this notice, if you reside outside of Japan or use certain applications or
websites not covered by the service, you may be asked to refer to the privacy notice on the Novartis group country website
and/or the privacy notice of another personal information handling business operator. We also present specific privacy
notices that are intended as needed, for activities outside the scope of this policy, including but not limited to recruitment,

employment, third party management or patient support.



Please note that if you are accessing other third party links or websites through Novartis Services, you may need to
reference the third party's privacy notice. Novartis does not endorse and is not responsible for the information or privacy

practices of third-party owned websites or services.

2. What happens to the personal information collected by Novartis?

For most of Novartis services, you do not need to register or sign up to access the services. However,
depending on the service, Novartis may collect and handle personal information that can directly
identify you, such as your name, contact information, and email address. In addition, Novartis may
collect information that may not directly identify individual users but may be able to identify individual
users through a combination of other information or identification information, such as the name of
the company or medical institution to which the user belongs, his/her title, ID number, computer or

device serial number, and IP address.

Novartis acquires and uses personal information in the following ways:

2-1. Any information provided to Novartis by you (or any person acting on your behalf)

a. Information provided when registering user account

To use some services (or parts of them), users need to register and create a user account in
advance. An example would be a website where only qualified specialists or authorized
reporters have access to the content or an application targeting patients with a particular
disease state.

When you register, we may ask you to provide information that is necessary to 1) provide
the service to an individual user and 2) manage the operation of the service over its lifecycle.

1)Information required in order to provide services to individual users of include,
depending on the nature of the service, your name, email address, login ID, security
guestions and answers, encrypted password, address, telephone number, medical
information and treatment information such as the name of disease, dates of hospital visits
and scheduled dates of hospital visits for users, and medical license or certificate for
healthcare professionals. We use this information for purposes such as giving you access to
particularly relevant content, sending you a message that your appointment is coming up
soon, and sending you information, information and communications related to our company
products and services, and diseases.

2)Information necessary for the operation and management of the service includes
information such as the age, age, gender, job category (specialty), address (up to the city),

family composition, how you came to know the service, and information on areas of interest.



To operate and manage a service, the content must be appropriate, meet the needs of actual
users, and be available to the people who need it throughout their lifecycle. Novartis will
collect and analyze user information to check whether, for example, there is any difference
between the image of users assumed at the time of planning the service and actual users,
and improve the contents and dissemination method according to the needs and situation of

actual users. Novartis will use your consent and any other legal basis.

b. Conduct a questionnaire survey

Novartis may collect information from users through a questionnaire survey to collect
their opinions and impressions about Novartis and the Service, as well as their opinions and
experiences regarding medical care and diseases. Your participation in this survey is
voluntary and you can continue to use the service whether or not you participate. The
information collected will be compiled and analyzed to improve our services, enhance the
information we provide, deepen our understanding of our company's medical care, diseases
and user needs, and investigate new services and products. They may also be used for
personalization of services without aggregation or statisticization. In addition to the above,
they will be used for the purpose of individually notifying at the time of questionnaire

surveys.

c. Contact request, Customer Support or Feedback

When recording an inquiry via the contact information form, you should provide your
name, address, email address, phone number, reason for contact and message.

When visitors interact with Novartis on Social Media platforms or use Social Media login
credentials to authenticate on our company Websites, they may be asked to provide
information about their social media profiles, including name, email address, contact details,
comments, and responses. Novartis will use the personal information contained in the
Inquiry Form to address inquiries.

In addition, if we receive feedback such as the contents of your inquiries and comments,
as well as your opinions and experiences on our company products and services, medical
information, and diseases, we will use them to improve our company products and services,

including improving your experience when you use our company services.

d. Sign up for our newsletter service

To sign up for the newsletter service, you may be asked to provide your name, email

address, and/or address.



Novartis will retain the personal information you provide when you subscribe to a
newsletter and use it to communicate information about Novartis events, products, services
and/or promotions depending on the content of the newsletter service to which you are
subscribed.

In addition, if agreed upon at the time of signing up for the newsletter, user behavior in
opening the newsletter may be analyzed and used to personalize the content of the

newsletter and other promotional communications.

e. Ordering and Service Requests

If you order products or services through a website (e.g., informational materials,
brochures), you will be required to provide your name, e-mail address, address, and, if
appropriate, a method of payment, etc. Novartis will be utilized to provide the product
and/or service you have ordered. In addition, they will be used to improve our company's
services, including improving our company products and services, and enhancing your

experience of using our company Services.

f. Follow-up and monitoring of adverse events

Novartis has a legal obligation to collect information about undesirable side effects or
interactions, lack of efficacy, quality complaints, and/or other matters relating to the safety
and quality of Novartis products. If you provide information about Novartis products (e.g.,
via a website), this information (e.g., health status, side effects, name if applicable) will be
evaluated and discussed. This is why you may be contacted if Novartis has any questions. In
addition, Novartis has legal obligations to report serious side effects to the appropriate
health authorities. The information about you will be reported after processing without
information that can identify you, such as your name.

This information is also shared with other members of the Novartis group of companies

subject to their reporting obligations to applicable health authorities.

2-2. Information collected automatically

a. Social Media Listening

Novartis may also collect personal information that you disclose on public social media
platforms (such as blogs, forums, etc.) in relation to general information about Novartis

(including affiliates), Novartis products, other drugs or diseases. This activity, called ‘ Social



Media Listening ’, aims to (i) better understand how certain important audiences, such as
healthcare professionals and patients, experience certain diseases or respond to the use of
Novartis products, (ii) better understand Novartis ’ reputation and other market trends, and
(iii) identify and communicate with key stakeholders, especially blog and social media
influencers. This may include personal information about you in the form of comments,
messages, blogs, photos and videos; however, our company will take measures to keep the
collection of this personal information to the minimum extent necessary and not to retain it
for longer than required for our social media listening activities.

If you want to further limit who can see your information, we recommend that you use the
privacy settings available on these platforms. We also recommend that you also check the
Privacy Policy on public social media platforms where Personal Information is shared, as

these platforms are not owned or controlled by Novartis.

b. Website use analysis

Novartis may collect and handle information about your visits to our company websites,
including the websites and pages you visit and searches you conduct. Novartis may use this
information to improve the site content and/or to prepare user statistics for internal usage
statistics and market research.

|«

As part of that process, we may install “cookies” or similar technology that collects your
domain name, Internet Service Provider, operating system, date and time of access. Cookies are
created and stored on your computer, phone, or other device when your browser loads certain
websites. Each time you return to the same Web site, your browser gets this “Cookie” file and
sends it to the Web site. Cookies serve important purposes such as helping the website
remember your preferences and preferences, providing analytics to improve our services,
offering relevant content and advertisements, and identifying you on the website. Cookies do not
damage your computer. You can set your browser to be notified upon receipt of cookies, which
will allow you to decide whether or not to accept them. You can also reject all cookies. However,
if you do not accept Novartis cookies, you may not be able to use all features of our company
website. Upon accessing our company website, you may see a Cookie Settings banner that allows
you to manage settings and to accept or reject cookies. On the Novartis website, you can always
manage these settings at a later time by clicking on the Cookie Settings link in the footer of the
website. In these Cookie Settings, you can choose to accept or decline to accept or decline
consent to any category of cookies (except required cookies that are always active). See our

company Cookie Settings for more information on how to manage the type of cookies (purpose,

expiration date, and origin) and settings that our company uses.



Some of our company's Services, including websites, may use Analytics, a web analytics service
provided by Google LLC., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA (“Google”), to help
optimize them. Google will use this information from the cookie to store a profile of which pages you
viewed within the session. Any information generated from cookies regarding the use of this Service will
be sent to and stored on Google servers. To increase the security of your personal information, the
Anonymize IP feature and other features provided by Google will be used to maintain your anonymity. For
additional information on how Anonymize IP works, visit:
https://support.google.com/analytics/answer/2763052. Google will use this information on behalf of
Novartis to evaluate your use of the website, compile reports on website activity and to provide other
services related to website activity and internet use for Novartis. Novartis uses data received from Google
Analytics for business planning, its own business activities and marketing initiatives to better understand
how we can improve the content of the Web Services and the associated experience. Some our company
websites also use OneTrust cookies, so you can easily manage your cookies. These cookies are needed in

order for us to remember your choices regarding cookies settings.

c. Other tracking technology

Novartis may use cookies or other tracking technology (also known as action tags, single pixel
GIF, clear GIF, invisible GIF and 1x1 GIF) provided by third-party advertising companies to serve
appropriate ads (interactive or non-interactive) based on your interest and viewing history.
Novartis typically uses the services of social media companies and other third-party advertising
companies to collect information, including your browser information and a unique client ID, so
that we can show you ads on our company websites and other websites you may use. To learn
more about Novartis marketing or advertising cookies and manage their settings, please see our
company Cookie Settings.

Novartis Services may use Google Tag Manager (GTM), a tag management system operated by
Google, to manage JavaScript and HTML tags used on websites for tracking and analytics. Tags are
small code elements used to test and optimize websites to measure traffic and visitor behavior,
to understand the effects of online advertising and social channels, to set remarketing and
orientation to target groups. GTM makes it easier to integrate and manage tags.

Novartis may use other technologies, including tags to collect some of your information, such
as your IP address, to support the website analyses provided by the provider. This includes but is
not limited to:

[J Megaphone, LLC, 1255 23 St. NW, Suite 650 Washington DC, 20037 Privacy Policy

[J The Privacy Policy on GlobeNewswire (Intrado Corp. 11808 Miracle Hills Drive Omaha, NE

68154 United States)


https://support.google.com/analytics/answer/2763052
https://www.megaphone.fm/terms/privacy
https://www.west.com/legal-privacy/

[ J Fouanalytics (Marketing Science Consulting Group, Inc. 425 Fifth Ave#33A, New York, NY 10016,
US) Privacy Policy

[ J The Privacy Policy of Kaltura (Kaltura Inc., 250 Park Street South, 10th Floor, New York, NY
10003, United States).

The legal basis for processing your personal information is your consent or a legitimate

business interest of our company.

d. Website Preferences and Security

Novartis may collect certain information about you, such as your IP address, unique device
identifiers such as your Media Access Control (MAC) address, your computer type (Windows or
Mac), browser type and version, screen resolution, and your operating system name and version.
We may also acquire user location information from the IP address (which is at the city/regional
level and cannot identify user addresses or detailed locations of buildings where users are
located). Novartis uses this information to improve our services by protecting our websites and
network systems, recording user preferences, maintaining service levels, and diagnosing and

troubleshooting technical issues.

2-3 Personal information obtained by a method other than the above and its use

Novartis may combine, aggregate, and anonymize personal information with data that it may collect from other sources
such as public databases, demographic providers, co-marketing partners, public social media platforms (the data you have
disclosed), and other third parties for our business purposes, including audits of our products and services, monitoring and
preventing fraud, infringements, and other potential misuses, and modifying our services.In addition to the above, Novartis
may use personal information based on your consent or other grounds such as Japanese laws and regulations for the

following purposes:

® \We are required to do this because of applicable laws, public and governmental requirements
(including court orders, subpoenas or governmental regulations) even outside your country of
residence.

® When itis necessary to enforce the terms of contract with users

® Novartis believes in good faith that the use of the personal information is necessary to protect the legal
rights, security or integrity of this website;

® To protect the safety of users and others

® As part of a criminal or other legal investigation or proceeding in your country or in any other country

® |sreasonably necessary to proceed with the development, negotiation or completion of a business or

commercial transaction


https://fouanalytics.com/privacy
https://corp.kaltura.com/privacy-policy/

Generally, Novartis does not collect sensitive personal information where our company has regulatory
obligations or for any purpose other than the monitoring and management of adverse events for our products.
We kindly ask that you do not disclose any of your sensitive data to us unless specifically requested by Novartis
(e.g., your personal number, information related to your race or ethnic origin, political opinions, religious or
philosophical beliefs, health, sex life or sexual orientation, criminal record, trade union membership, biometric

or genetic data for the purpose of identifying you).

3. Will my personal data be shared with people outside Novartis?

Novartis may share Personal Data with people outside Novartis based on your consent or other legal basis in
Japan.

Novartis may contract the processing of your personal data with other Novartis subsidiaries and affiliates
around the world in order to exchange information and to maintain databases in various countries (if sharing is
based on ‘joint use’, this will be disclosed separately).

The personal information may also be entrusted to third parties acting on Novartis’ behalf to handle it in
accordance with its original purpose, such as to provide services, to evaluate and improve the effectiveness of
the services, to data management, to technical support, or otherwise lawfully handle it.

Novartis will not sell, outsource processing or otherwise transfer your personal data to any third parties other
than those listed in this notice.

In the course of Novartis activities and for the same purposes as described in this notification, your personal
data may be accessed or transferred by the following categories of individuals when they need to know to fulfill

those purposes:

® Our company employees (including Novartis group employees, divisions and other companies)

® Our company's Independent Agent or Broker (if applicable)

® Qur company suppliers and service providers providing services and products to our company

® Qur company IT system provider, cloud service provider, database provider, consultant

® Any third party to whom our company's rights or obligations are assigned or succeeded

® Advisors and outside counsel to our company in connection with the sale or transfer of a portion of our

company's business or its assets.

These third parties agree with our company that they will process the Personal Data only for the agreed upon
purposes, will not sell the Personal Data to any third party and will not disclose the Personal Data to any third

party except where authorized by Novartis, required by law or as described in this notification.



Novartis may disclose your Personal Data to third parties in case the business or part of it and the relevant
Customer Data are sold, transferred or transferred. In such event, our company shall require Buyer, assignee or
transferee to process the personal information in accordance with this Notice.

In addition, if the disclosure is required by law or a request by a public or governmental agency (including
court order, subpoena or governmental regulation) in a country other than your country of residence, our
company may disclose your Personal Data to third parties, advisors and other parties, if it determines in good
faith that the disclosure is necessary as part of a criminal or other legal investigation or procedure in your
country or other countries to implement the terms of this notification, to protect your legal rights, the security
or integrity of this website, to protect your safety or the safety of third parties, and to the extent reasonably
necessary to proceed with the development, negotiation or completion of a business or commercial transaction.

Your personal data may be processed and stored in countries other than Japan. These countries may have a
different protection level for your personal information. Where Novartis outsources the processing of your
personal data to external parties in other jurisdictions, we will implement appropriate technical and
organizational measures to ensure that your personal data is protected at the level of protection required under
applicable data privacy

laws.

4. Safety Management of Personal Information

4-1 Organizational Safety Measures

The Company has established rules for the ethical use of IT technologies including personal information, and
appointed persons responsible for the management of the implementation and compliance with the rules and

the contents of this Notification.

4-2 Human safety measures
We conduct training for all employees on the ethical use of data and IT technologies, including personal

information.

4-3 Physical Safety Measures
Data, including personal information, is correctly classified according to its content and intended use and

protected by means such as encryption, risk assessment, and appropriate access control.

4-4 Technical Safety Measures

Appropriate technical measures have been put in place to protect data, including personal information, from
accidental or unlawful destruction or alteration, accidental loss, unauthorized disclosure or access, and any other
unlawful handling. To ensure an appropriate level of security and confidentiality for personal information, the

contents of measures will be determined and implemented in consideration of the latest technology, costs



necessary for implementation, and risks that may arise from the nature and handling of personal data to be

protected.

4-5 Understanding of external environment
When handling personal data outside Japan, we have taken measures necessary for the safety control of
personal data after grasping the systems, etc. related to the protection of personal information in the relevant

foreign countries.

5. How long will my personal data be stored?

We retain Personal Information only as long as necessary to fulfill the purposes for which it was collected or to

comply with laws and regulatory requirements.

6. Exercising your rights regarding retained personal data and asking questions

Novartis will exercise rights concerning retained personal data stipulated in laws and regulations, and respond

appropriately to inquiries such as questions and complaints in accordance with laws and regulations.

6-1. Rights concerning retained personal data

You or your agent may exercise the following rights with respect to Novartis’ retained Personal Data about you,

subject to the conditions provided by law:

[} Right to request disclosure of retained personal data and records of provision of personal data to third
parties

[} Right to request notification of the purpose of use

® The right to request correction, addition or deletion of the content of retained personal data

[} The right to request suspension of use, erasure, or provision to third parties of Retained Personal Data

® The right to request removal of the e-zine and any other communication channels used for direct

marketing purposes.

6-2 Exercise of rights and make inquiries and complaints

If you wish to exercise your rights as described in 6-1 above, or if you would like to make inquiries or make
complaints, please contact us on the following dedicated website.

Link: Privacy Web Form

Alternatively, you may send a written communication to the following address.

Address: Toranomon Hills Mori Tower, 1-chome 23-1 Toranomon, Minato-ku, Tokyo 105-6333, Japan


https://privacyportal-de.onetrust.com/webform/41bcd2e1-262c-4eea-ada5-7b59ad81de18/8c061c40-86c3-4171-bce2-4fb7bb0f1864
https://privacyportal-de.onetrust.com/webform/41bcd2e1-262c-4eea-ada5-7b59ad81de18/8c061c40-86c3-4171-bce2-4fb7bb0f1864

To the person in charge of protection of personal information of Novartis Pharma K.K.

Please provide the following information when making an inquiry so that we can respond promptly.

® Name of the website being referred to
e Relationship with our company (e.g., is a registered user of the official application of O O disease)

® Details of information desired to be provided by our company

7. Changes to the contents of this notification

Future changes or additions to the processing of personal data as described in this notification will be notified
either by individual notification or through normal Novartis communication channels such as email or our

company internet website in accordance with privacy laws.

End of Document
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